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ABSTRACT

Cyber Attack and Cyber Threat are getting confused and evolved. Therefore, using Al(Artificial Intelligence), which is the
most important technology in Fourth Industry Revolution, to build a Cyber Threat Detection System is getting important.
Especially, Government’s SOC(Security Operation Center) is highly interested in using Al to build SOAR(Security
Orchestration, Automation and Response) Solution to predict and build CTI(Cyber Threat Intelligence). In this thesis, We
introduce the Cyber Threat Detection System by analyzing Network Traffic and Web Application Firewal WAF) Log data.
Additionally, we apply the well-known TF-IDF(Term Frequency-Inverse Document Frequency) method and AutoML
technology to classify Web traffic attack type.
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Table 1. Web Attack Payload Dataset

Label Action Count
SQL Injection 21227
Vulnerability Scan 9969
System Cmd Execution 8229
Cross Site Scripting 5222
Path Disclosure 3796
HOST Scan 2201
Cross Site Scripting 1036
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Directory Indexing 247
Leakage Through NW 128
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Table 2. Performance and time comparison of various machine learning models in AutoML using the
proposed preprocessing

Prediction Prediction .
Accuracy Accuracy . . Learning
Lo (train) (valid) Time Time time/min
(test)/min (valid)/min
RandomForestGini 0.9745 0.8600 0.6555 0.2482 7.9848
ExtraTreesGini 0.9744 0.8592 0.6372 0.2162 2.6157
ExtraTreesEntr 0.9744 0.8592 0.7280 0.2556 2.2242
RandomForestEntr 0.9744 0.8576 0.5910 0.2183 16.3105
KNeighborsDist 0.9737 0.8484 1.6658 0.1932 0.1820
WeightedEnsemble_L2 0.9507 0.8760 16.4137 1.5983 345.5796
LightGBM 0.9480 0.8608 0.7474 0.0461 13.1548
LightGBMLarge 0.9473 0.8608 0.5976 0.0304 18.7651
XGBoost 0.9444 0.8648 0.7330 0.0615 14.2201
Light GBMXT 0.9254 0.8596 0.9078 0.0516 14.8419
CatBoost 0.9190 0.8624 0.1558 0.0233 92.8109
NeuralNetTorch 0.8975 0.8692 11.5835 0.7691 155.3104
NeuralNetFastAl 0.8926 0.8688 0.8345 0.0616 72.4990
KNeighborsUnif 0.8845 0.8384 1.7069 0.2721 0.1736
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Table 3. Learning results of CNN model g A7} Bosith 4 T ERE YA dlo)
Train [Validation| Train [Validation B¢l URL ql=dsl wxpde] vsd, HTML

EEe Loss Loss Accuracy | Accuracy AA 24, NLTK =olHulz]E &83le] E8o]
1 | 15706 | 1.2352 | 04612 | 0.5993 AHel 5o dolzrel A de]Ee] FrrEE
10 | 0.5847 | 0.5755 | 0.7677 | 0.7711 Axgsidey. Axzl® 2 23 dHolHE
20 | 0.4711 | 0.4678 | 0.8146 | 0.8156 ALBERT 2de 7 2328 734 9wy wez
30 | 0.4269 | 04264 | 0.8278 | 0.8297 Hghglch, o] oWy wWel= ) 2o A ojv
40 | 0.4038 | 0.4055 | 0.8355 | 0.8367 5 9, o]& /e R g ¥AS FHee d A

Table 4. Learning results of RNN model

5 &4 e AHEstel Agskan,
AutoML¥ ALBERT ®2ds& 53 9
e Asfolrt,

epoch
P Loss Loss Accuracy | Accuracy

1 1.4706 1.1201 0.4932 0.6251
10 | 0.4578 0.4555 0.8171 0.8193
20 | 0.3361 0.3525 0.8696 0.8653
30 | 0.2806 0.3281 0.8888 0.8774 Al
40 | 0.2507 0.3070 0.9004 0.8864 '
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